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Application Fraud Prevention
A complete solution from Experian Decision Analytics

A global leader in application fraud prevention solutions
Is used by over 130 organisations in 12 countries

Solutions are targeted at key fraud challenges, to reduce losses and
costs while improving productivity

Partnership approach provides both solution and ongoing consultancy
to achieve strategic goals

The Application Fraud Prevention solution brings together:
Application screening and data matching engine
Intuitive user-friendly investigation tools
Fraud consulting
Corporate and national data sharing schemes
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Global deployment

Partner services * EDA stand alone solutions New market opportunities
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Problems statement

Globally, fraud has been identified one of the biggest causes of
revenue loss for financial, insurance and telecommunications
companies

In the absence of robust fraud strategies encompassing:
Specialist operational controls
Regular analysis and strategy review
Dedicated and experienced resource

Fraud will continue to have an impact on profitability and business
reputation
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Application fraud — a global challenge

(" Massive increase in the use of computer viruses to steal
personal information - 20% of the world’s infected PC’s are

r N
|dentity theft and application fraud are the world’s fastest
growing crimes estimated $2tn in 2005
- y,
[ Fraud in Australia causes annual losses of AUS$5.4bn . )
It is estimated that 50% of this is identity theft and

¢ application fraud )

N

L found in China (Symantec survey) )
( )
81% Singaporeans are concerned about ID fraud - more
X than terrorism or epidemics (Unisys survey) )
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Global patterns and migration

Decline in identity theft across UK and US population

European Union report sees continuous growth in fraud levels
across Europe.

APACS UK 2007 card fraud figures 77% increase in fraud
committed overseas . Fraud abroad now accounts for 39 per cent of
total card fraud losses.

Global credit crunch has seen significant growth in soft fraud  with
people manipulating and omitting data to improve their chances of
getting credit

Council of Mortgage Lenders & Financial Services Authority report
endemic levels of mortgage fraud mirrored in US, UK, India and
across Europe

In some emerging countries application fraud accounts for more
than 50% of all fraud losses in specific sectors
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Understanding the key challenges

Prior to entering a new market a number of key factors must be understood,;

Differences in consumer behaviour — credit appetite

Fraud typographies and trends — plus external versus internal fraud

Address matching — South Africa ‘Next to’ often appears in the Street name
Cultural differences — is it accepted that consumers will enhance their details?
Business process — response times required and levels of automation
Acquisition channels —Third Party introduced business or Sales Agents

Understanding achieved through a combination of Business Reviews and

working with local expertise

aass .
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Application Fraud variance by Product & Market

Examples where significant variance is evident

I
|
I
E ID Fraud By Product
I 8% Mortgages/ Secured
E P ID Fraud

Q4 2007 Unsecured 31 party collusion

Breakdown of Fraud  |Application Products
Types (UK) Fraud
i 41.9% —
: o e By Market
: Facl%lg;;éﬁsusa i .
. Faciy Takeouer Hidden Adverse
: ﬁﬁ?ﬁm Sub Prime
: i False documents
Hard / Soft Fraud
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Tailoring Fraud Solutions for an emerging market

Key considerations
Hosted system versus software sale
Online or batch - performance requirement versus business need

Data availability - what's captured and what challenges does it pose,
what data is unique to the country / market

Rules configuration - targeted at key fraud types
Level of integration with Application Processing System
Operational capacity
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Hosted Versus Software

Hosted
A must for data sharing
Reduced implementation time (3/4 months elapsed)
Can still be online and integrated with clients origination systems
Reduced need for involvement from client IT
No need for ongoing client IT support or hardware procurement

Software
No support for data sharing: reduced possible ROI (45% uplift from data sharing)
Increased implementation time for client (5-6 months elapsed)
Some clients don’t want to have their data hosted
Legislation sometimes prevents hosting of client data
Major project for client IT, including hardware procurement
Need for ongoing client IT support and hardware procurement

aass
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Support and optimisation model

The initial deployment will be based on Best Practice configuration, the
key to achieving maximum ROI is an ongoing programme of review and
refinement supported through EDA’s Consultancy and Delivery teams

Implementation
Rules & Performance Review

Functionality continually enhanced as a result of a continuous programme of
development
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Renaissance Consumer Finance
Case Study

Reducing the leading Russian lenders fraud rate by 20%
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About Renaissance Consumer Finance

One of the leading players in the fast
growing consumer finance market in
Russia, lending since 2004

One of the fastest growing companies,
achieved 130% portfolio growth in
2006

Operating in over 60 regions and
across 3000 point of sale operations
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Business challenge

Renaissance Consumer Finance entered the rapidly growing consumer
lending market in 2004.

The Bank recognised the need for investment in fraud technologies to
protect the business from fraud losses

Russia has a fraud problem from:
Organised crime rings using stolen and false identities
Grey credit brokers assisting consumers commit fraud
Individuals manipulating application information

Renaissance Consumer Finance needed a solution that would highlight
fraudulent applications by identifying inconsistencies in the data.
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The solution

Application fraud detection with Hunter

Checks for inconsistencies in the application

Checks the application against previous applications and
fraud and suspect information

Matches the application against fraudulent, declined or
multiple previous applications

Interactive investigation tools allow swift manual review of
suspect applications

Fraud detection continually improved with the integrated
database updated with every suspect case

Flexible detection rules can be updated to tackle new
fraud trends

Real-time, online working environment across the entire
branch network
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The solution

Examples of frauds detected

Data manipulation

Comparing the application with a previous one from the
individual and highlighting if a salary is much higher which
suggests exaggeration

False telephone number

Comparing the area code with the address to see if it
matches, if not that suggests a false address or telephone

Grey credit brokers providing employment confirmati on

Checking the application information against all previous
applications to highlight if it has been used multiple times
on different applications.
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Testimonial

“The deployment of Hunter has made a huge impact as it has helped us to
avoid losses, save time and money and maintain a low cost of operation.

Hunter integrated well with other technologies for risk management and gives
us the flexibility to adapt the system and rules to combat new fraud trends so
we always stay one step ahead of fraudsters’ increasingly cunning tactics.”

Fernando Silva
Speaking for
Renaissance
Capital
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Benefits

Decreased fraud rate by 20% on average across all portfolios

Achieved significant decreases in fraud losses reducing the fraud rate on loans
by 25% and automotive loans by 20%

Controlled operational and resource costs and processing speeds with a stable
referral rate of 5-10%

Rapid Return on Investment with an economical solution returning significant
business benefits

Continually improving detection rules to stay ahead of the fraudsters

Total fraud protection with geographical coverage and detection of multiple fraud
types

Currently upgrading to the latest version of Hunter Il

© Experian South Africa (Pty) Ltd 2008. All rights reserved. 24
Confidential and proprietary.




