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Fraud Strategy: Integrated Risk Management

1. Individuals to carry out the fraud

2. Assets to acquire fraudulently

3. Intent to commit the fraud

4. Opportunity

A risk based approach to fraud management seeks to reduce opportunity, 
by targeting fraud resources to improve controls and detect problem areas.

Integrating credit risk, fraud risk operational risk and compliance
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Fraud Strategy: Best Practice Application Fraud Mod el

Fraud Strategy informs and reflects

� Fraud issues and trends 

� Processes and Procedures

� Systems and organisation
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Fraud Strategy: Responding to Fraud Risk
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� Monitoring evolving fraud trends is a crucial part of the fraud prevention 
process

� Criminals are continually changing their methods of attack and as a 
result fraud prevention measures can lose their effectiveness over time

� Analysis of fraud trends and patterns enables evaluation and fine-tuning 
of prevention measures

� Confirmed fraud data can be used to enhance future strategies to
improve detection and accuracy rates

Fraud Strategy: The evolution of risk assessment

Conducting a fraud risk assessment is not a one off process regular 
reviews and re-assessment is required

Market - Products - Fraud Policy - Credit Policy
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Who are these Fraudsters?

� Professional, dedicated highly 
organised criminal gangs

� Credit hungry individuals

� Dishonest Customers omitting 
information

� Customers falsifying documents

� Customers colluding with 3rd

parties

While the identity and motivation of fraudsters may vary, the losses resulting 
from fraud will always affect profitability



© Experian  South Africa (Pty) Ltd 2008.  All rights reserved.
Confidential and proprietary. 8

Facilitating Application Fraud: a brief guide

National Terrorist Financial 
Investigation Unit (NTFIU)

Steps required to create a false credit profile:

� Establish address – virtual or rented
� Using a false name
� Electoral role registration
� Obtaining a telecom land-line
� Register with phone directory
� Obtaining utility services
� False employment information
� Retail catalogue accounts
� Opening a bank account – often savings account
� Developing the profile
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Facilitating Application Fraud: false documents
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Fraud Strategy trends

Undertake a fraud risk or threat assessment looking at Market, 
Products, Current Fraud Policy etc

Consider:

� Threats and likely trends

� Analyse historical data and previous experiences

� Review current controls and target defences to high threat areas

� Impact on staffing and systems

� Customer impact / Service Levels

� Revised staffing levels / responsibilities – fraud and other

� Policy and System flexibility 

� Monitoring and ongoing analytics



© Experian  South Africa (Pty) Ltd 2008.  All rights reserved.
Confidential and proprietary. 11

� Organised fraud rings – a network of individuals making multiple applications in order 
to gain access to significant sums of money

� 3rd Party Collusion – for example, a mortgage broker falsifying bank statements or 
employment details, involvement of valuers, accountants, solicitors

� Staff Fraud - Theft or misuse of data, over-riding decisions, removing money from 
customer accountsThe largest organisations are dismissing over 100 staff a year each for 

employee fraud

Source: CIFAS

Fraud Strategy: Application Fraud types & trends

� Data manipulation or omission – for example, inflating income or level of 
indebtedness or hiding a previous address 

� Identity theft and impersonation – for example, stealing personal details of a credit 
worthy individual and using them to gain access to funds

� False identity and False documents – for example, a manufactured identity for the 
purpose of accessing credit with no intention of repaying and fake or altered passports, 
driving licences, utility bills, bank statements, proof of address, proof of income

The propensity to commit fraud increases with the degree of financial hardship. 

Fraud will increase as businesses or individuals struggle with debt or cash flow. 

The cost of money has been cheap, but now many people face increases in 

monthly repayments month. With any fraud strategy you have to look at the 

history to predict the future. 

There is a correlation with fraud and market recession. Source: Post Magazine, January 2008 

Card fraud losses up by 25%: increase is driven by £90.5 million rise in fraud 

abroad as more UK card details stolen for use in countries yet to upgrade to chip 

and PIN. Fraud abroad now accounts for over one third (39 per cent) of total card 

fraud losses.

Source: APACS
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Mortgage fraud level triggers crackdown.    
Financial Times, 9 February 2008

Top Ten Postal Districts for Identity Fraud Victims
CIFAS 2008

Fraud Strategy: Application Fraud types & trends

Gemalto identifies online retail banking, e-commerce fraud 
and "white collar" fraud as an ongoing problem: Internal threats 
pose an even greater problem than external for companies, where 
employees are using sophisticated methods to circumvent corporate 
security policies

Rather than selecting the most effective online security methods, some 
UK banks are opting for either the quickest or easiest to deploy 
usually in response to a fraud emergency. 
Otherwise, banks are choosing an approach that they believe is least 
inconvenient for customers , rather than safest. 
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Fraud Strategy and World Cup 2010

Undertake a fraud risk or threat assessment looking at Market, 
Products, Current Fraud Policy etc

Consider:

� Threats and likely trends

� Analyse historical data and previous experiences

� Review current controls and target defences to high threat areas

� Impact on staffing and systems

� Customer impact / Service Levels

� Revised staffing levels / responsibilities – fraud and other

� Policy and System flexibility 

� Monitoring and ongoing analytics
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Fraud strategy and major sporting events

What do we know about historical risk factors

Individuals

� Ticket Fraud

Card Issuers

� Card Not Present Fraud

� Lost and Stolen Cards

� Compromised Cards / Skimming 
/ Counterfeit Cards

� First Party Fraud

Loans

� Fraudulent Loan Applications and 
other ways to access cash

� Counterfeit Cash 

� SME loans / business start up

Acquirers

� New merchants

� Merchant as Processing Aggregators 
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Measuring the effectiveness of your Fraud Strategy

MIS Requirements:

� Monthly automated reports

� Fraud Risk Strategy is performing as expected 

� Fraud Trends and Savings

� Team Performance Monitoring

� Operational and referral monitoring

� Auditing

� System Performance, configuration and optimisation data

� Highlight weaknesses and gaps

� Resource management and forecasting
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Example MI: Fraud Strategy vs. exposure
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Example MI: escalation and fraud detection



© Experian  South Africa (Pty) Ltd 2008.  All rights reserved.
Confidential and proprietary. 18

Example MI: Fraud Strategy and resource management
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Summary

Fraud Strategy informs and reflects

• Fraud issues and trends 

• Processes and Procedures

• Systems and organisation
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Experian – Providing Global Best Practice

Questions


